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The Safety-Aware Drone Ecosystem (SADE) 2

® Jane Cleland-Huang

SADE Zone

Entry
Request

UAV and
operation details

P —

2]

Entry Decision

Approve / Deny /
Conditional /
Proving Ground

TERMS

Dynamic, context-specific rules and risk management

&

SADE Manager

Zone-specific airspace
management

[—1] On-Entry Decision Maker
=7 Evaluate zone conditions,

operator and UAV certificates
(via SafeCert), and reputation

() Runtime Monitoring
-‘# Monitor conformance and
— operational behavior

Detect off-nominal events
Trigger mitigations as needed

+

/ Reputation Model Update
Incorporate flight evidence
[ I I Update operator and UAV reputation
Inform future entry decisions

SADE Safety-Aware Dynamic
Environments

SafeCert Certification and
attestation service

UAV Uncrewed Aerial Vehicle

34

Flight in
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Operate under
zone rules

and monitoring
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Exit
Flight complete
Reputation update

Certificate queries T Certificate status
y

and validation r

and attestation results

SafeCert

E.:

Certification, validation, and attestation
of operators, UAVs, and capabilities

Challenge:
« Safe flights of SUAS in managed air

spaces with privacy-preserving, fair &
automated decision making.

Solution:

» Automate the on-entry decision-making
process, through fair, transparent,
explainable and consistent decisions.

» Supported by onboard analytics to capture
flight behavior in privacy preserving,
queryable, reputation models; reliable
communication via chirper, and high-fidelity,
scalable, simulation environments.




Talk Overview

1. SADE Overview (Jane Cleland-Huang, Notre Dame) 10 mins: Start: 0.00

2. Elements of an On-Entry Decision
a. SAFE-CERT (Usman Gohar, lowa State) 7 mins: Start: 0.10
b. Proving Ground (Robert Chris Roberts, UTEP) 8 mins: Start 0.17

c. Runtime Monitoring and Reputation Models (ankit Agrawal, NorthEastern) 7
mins: Start 0.25

3. SADE Architecture and Deployment (Pedro (Tony) Alarcon Granadeno, Notre Dame) 5
mins: Start 0.32

4. SADE Simulation Environment (Doug Thain, Notre Dame) 8 mins: Start 0.37

. Wrap-up (Jane Cleland-Huang, Notre Dame) 4 mins: Start: 0.45



The Emergent UTM Vision (Part 108)

Airspace Density
(Traffic Risk)

Airspace Class Population Density
(Air Risk) (Ground Risk)

Class B

Class E

Class C (surface)

Class D

Lower Higher Lower Higher

UTM Service Requirements



Operational Intent (4D-Flight Volume)
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t0-t1
. (Takeoff)
o A

Operational intent (4-D volume)
with time window (tstart — tend)

Planned route / waypoint

Other UAS operational intent
(shown for context)

Strategic
Deconfliction
through
preflight-
planning



Operational Intent (4D-Flight Volume)

Nominal / Conforming Off-Nominal / Nonconforming Off-Nominal / Contingent
(within operational intent volume) (deviated from operational intent volume, recoverable) (deviated from operational intent volume, not recoverable)

Planned operational intent volume o Planned route / waypoint s Actual trajectory Actual trajectory - um @ Actual trajectory Off-nominal volume Contingency volume
(4-D, time-bounded) (with time) (conforming) (nonconforming - recoverable) (contingent - not recoverable) (nonconforming) (contingent)

Adapt : Dynamic Airspace Management




SADE: How does it work?

©

. Entry Decision
SADE Zone Evaluation |
(Automated + Operational Knowledge) -| A GOR T

P catner S Approve
v ’ S . v
X:Is‘?bt:[it[))'r.eectlzltatlon' } e M4 Zone Service Grant etngnt/_ for
. ¢ requestea time
Submit Entry Request S anc(]j zone
(Human Operator) Terrain
Attach Certificates 5 E%a‘:z’:' e, »
@  PilotCertficate -
a o Q D> Deny
— b i ohgastion Do not grant entry
ik i © 9 /> ;P‘ Other UAS operations » 2
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 — Request
Manned traffic ’ z o N Additional
(ADS-B, etc.) i Check Provided Certificates Reputation Model ope A
g o Certification
@ Validity (current) l @ Prior flight data h
o ?Dlﬁica?lejl;i"‘sf o @ Compliance history Speufx needed
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risk assessment for testing




SADE: Safety Aware Drone Ecosystem

Entry Decision and Next Steps
(SADE Zone Response)

SADE Zone Decision

(Based on certificates, reputation, and operational conditions)

Approve Deny Request
Evaluation Grant entry for Do not grant entry Additional Certification
C ompl ete requested time

Suggest
Proving Ground

and zone Specify needed Direct to designated
capabilities and/or proving ground
evidence for testing
VKL’ ‘
(e e 5 N p . 5
Develop Stronger Certification Proving Ground Testing
(Operator / Organization)
2 Case al Claims
Resubmit Safety F%;rr; o st
with new 0 eoe
certification </>
Create or strengthen certification with a safety case Execute test regimen and generate
and formally specified claims (understood by SafeCert and SADE). new certificate (with SafeCert).
\, J \

. New certificate j

from proving ground



A Socio-Technical Solution

Story: Fred Interacts with the UTM SADE Zone

1

Flights
1=9

2

Flight
3

3

Explanation
&
Remediation

a4

Next Entry
Request

Conforming Operations

Fred submits Entry Requests with valid certificates and a strong reputation. SADE admits him.
Both flights remain Conforming and complete normally, strengthening his reputation.

Contingent Event — Altitude Excursion

SADE again admits Fred based on his certificates and reputation. During the flight, altitude is accidentally
configured as absolute instead of relative (AGL). The UAV climbs to approximately 736 ft AGL, leaves its
4-D operational volume, and violates the Part 107 altitude restriction. The event is classified as Contingent
and recorded in his reputation profile.

Operator Explanation and Remediation

Fred is notified of the recorded incident and given the opportunity to explain the event and describe
remediation steps. He documents the root cause and corrective actions. A human reviewer evaluates
and approves his response, and the approved explanation and remediation become part of his
reputation record.

Entry Approved

On Fred’s next Entry Request, the SADE On-Entry Decision Maker evaluates his certificates and updated
reputation. Because the prior Contingent event now includes an approved explanation and remediation,
SADE grants entry.



When entry is denied

Story: Alex Experiences Repeated Nonconformance in the SADE Zone

1 Repeated Nonconforming Operations
Alex is admitted to the SADE Zone. During each of three consecutive flights, geolocation problems cause the UAV
Flights to repeatedly move outside and back inside its 4D operational volume. Each flight is classified as Nonconforming
1-3 (the UAV remains recoverable). Upon exit, SADE notifies Alex of the observed nonconformance and records the event

in the reputation profile.

After each flight, SADE gives Alex the opportunity to explain the nonconformance and provide remediation evidence.

) No report is filed. After three consecutive flights, the reputation record shows a pattern of repeated, unresolved
Remediation nonconformance with the required flight corridor.

2 No Explanation or Remediation Filed
No

(" 3 Entry Denied D
On Alex’s next Entry Request, the SADE On-Entry Decision Maker identifies the three consecutive Nonconforming
Next Entry flights and the absence of remediation. Entry is denied because the available evidence does not provide sufficient
Request confidence that the UAV can reliably remain within its operational volume.
Options to Restore Eligibility
4 SADE offers Alex two ways to regain eligibility for entry:
Two Paths RO A o 2 Moo byl B
Forward Sgersptai SRSl hIgliab wremain: OR safety certificate specifically addressing the UAV’s
within the flight corridor through controlled testing. AL/ Hepediica Y Sing
L ability to remain within its flight corridor. )




Decision-Making Agent

-

2. Parallel Assessment

| |
| |
S : :
® <4 o = - B al
& Does the pilot hold e CElai'p:ecrtt o Retrieve reputation i
correct certification? 3 A blemati d
U L e Do certfcates match P sl
Pilot + Drone + e.g., %8) ' | current operating conditi gn o !
Organization art : requirements? ; .
(Mission&0perating | = @0ZUOUN» 020202022 TTTTTTTTRUTTTTTT A TR TTTTTTTTTT ’
Conditions) No i
J Are operating Yes
requirements satisfied?
e Certificates do not match (Certificates match AND ADMIT
current requirements no problematic reputation Problematic reputation Authorized to enter
DENY for current conditions) for current conditions
Insufficient Request additional
pilot certification SAFE-CERT certification Address Concerns
Obtain certification to match A W
operating conditions % . a a
Requestandreview = QR Send to
Mitigation Report P\Sol{:jng Gro(;lnd
- i t
Tra ns p aren t Cer:l.f;i;:iaggn (Aliagent assisted) represgnlta%i\feucnonedritions
satisfied?
Fair e 2
Explained DENY
I Required certification DENY
C O n S I Ste n t LT Unresolved safety concerns




SAFE-CERT: The Role of Safety Assurance Cases o Usman Gohar

What is a Safety Assurance Case?

Structured argument(s), supported by evidence, intended to justify that a system is
acceptably safe for a specific application in a specific operating environment

Safety Case Snippet

Widely used across safety-critical sectors through the years

%ggéiﬁgxgogﬁgiﬁﬁl C1: The sUAS can safely complete its intended
parameter:s, SUAS mission in the specified environmental conditions

Y

S1: Argue over sUAS battery,
nvironment and pilot proficiency,
/¢\ Aviation Nuclear Railways

C1.1: The piloﬁs trained . " C1.3: The’s ecified
and competent to C1.2: The specific SUAS has| | et i 2P0

operate the sUAS safely enough charge in its battery | |- ditions are within
in the current conditions. | [to complete the mission. sUAS’s capabilities. /V \ - e
: . . '\@/ (<)
1 / <> } Autonomous Drones
|
: | ] Systems
| Claim Strategy Context Undeveloped ]

_______________________________________________

Challenge?

A How do we apply them to the highly dynamic
paradigm of sUAS flights?



The Challenge of Exploding Variability in sUAS Operations

Traditional Systems sUAS Operations

Shared, uncontrolled low-altitude airspace
Wide range of drone makes, models, history
Purpose and complexity of missions vary

Very dynamic environment -> assumptions and
risks require continuous reevaluation

e Typically controlled and static environments (e.g.,
Nuclear plants, manned aircrafts)

e Procedures are largely set in advance and repeat

e Predictable scenarios and risks

A motivating example

Need to balance safety with potential
overhead of too many “requirements”
Purpose of the flight (inspection, following ALARP (As Low As
delivery, mapping, etc.) Reasonably Practicable)
Complexity (waypoints,
maneuvers required)

Proximity to people or structures

Key Takeaways
: sSUAS Operation
| . Different models, Hard to Define Full Variability
| maintenance history .... A safety case with all variables will get
| too big and unwieldy.
: ® Weather (wind, precipitation)
I Air traffic density in the area
: Grouh d/human traffic Balancing Safety with Overhead
| o ° ] Physical obstacles (towers, trees)
|
|
|
|
|
|




From FRAT to SafeCert - Safety Certificates

Inspired by the FRAT Tool which provides a broad overview of risks in manned flights by asking questions of the pilot about their flight
The Flight Risk Assessment Tool (FRAT)

nRuliway
Safety Certificates LesaThan $000FE 2 0
Small pilot-initiated instances of evidence/logic partial safety cases to Less Than 3,000 Ft 3 0
demonstrate safety
Wet 2 0
RWY In Poor Condition 2 0
How they work?
Weather
- SADE Zone operators create safety ‘certificates’ i.e.partial Moderate Turbulence 2 0
safety cases for the relevant safety concern (e.g., windy leing (Forecast/PIREP) 5 3
conditions) with pilot-provided evidence. Thunderstorms Dep/Enroute/Dest 5 0
- These indicate that a pilot is qualified and passes minimum Broseaind GrestarThen 16 s 5 .
requirements to operate safely in the SADE zone P . .
- Ask questions of the pilots .
o . . . . Ceiling/Visibility - Departure Less Than 1,000 3 0
- Certificates may include wind, operator qualifications, Ft/1Sm
BVLOS operation, etc. (prior research, incident databases) e ity ~Desfinafion |.ass ThanS 600 3 0
- Our safety certificates emulate FRAT for UAS flights in .
shared airspace. T(?tal Flight Risk Assessment 0
| | | Riske:
~' Merging these individual certificates to build
¥>% the overall safety case 4 o 2
Flights Profile Contact Settings

explore.dot.gov/t/FAA/views/FRATTOOL/FRAT Tool



Introducing SafeCert

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

A SafeCert Home Form Results SADE History About Q Hello, Eagle One! Logout

safecert REGULATORY BASIS
Safe Operations Start Here e Part 107
Our comprehensive risk assessment platform helps drone operators identify, evaluate, L4 Proposed Part 108 NPRM

and mitigate potential risks before takeoff. 5 5 5
e LAANC airspace authorization

EMPIRICAL BASIS

FEATURES
Comprehensive Flight Risk Management

Our platform provides the tools you need to assess and mitigate risks

e Incident reports

e Approved FAA waivers

associated with drone operations. ° PO|ICY orders
@ Risk Assessment (ﬂ] Data Visualization @ Certificates
Complete a comprehensive evaluation of View your flight data through intuitive Generate professional safety
your flight operation risks based on multiple visualizations to better understand risk documentation for regulatory compliance
factors. factors. [N and operational safety.

ANN
) safecert.cs.iastate.edu (in

< development)

4
L
\

N




Introducing SafeCert

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

A SafeCert Home Form Results SADE History
BVLOS Certificate

Operator Features

Have you received training on safe flying beyond visual line of sight? *
O Yes O No

Have you planned backup landing sites along the flight path? *
O Yes O No

Flight Requirements

How many BVLOS flying hours do you have?

How many BVLOS simulated hours do you have?

Minimum Flying BVLOS Hours

Minimum Simulated BVLOS Hours

AN
1 safecert.cs.iastate.edu (in
development)

AN

About Jay Hello, Eagle One! Logout

Hours

Hours

Hours

Hours

Generate Certificates

Pilot answers questions to generate
certificates required by a SADE Zone.
Evaluate the inputs to determine if
certificate is issued




Introducing SafeCert

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

All 12 checks passed — certificate granted + Bl — 1 resst
12 passed - 0 failed - Click any node for details

Generate Certificates
MSCG‘” ~ Pilot answers questions to generate
e certificates required by a SADE Zone.

figntsafely withine Evaluate the inputs to determine if
certificate is issued

51 s2
Argue the operator

Argue the UAS has
willfollow

the correct [

equpiment for a / i

BVLOS flight in operational rules
for BVLOS flights.

the SADE zone

3 ca o5 o6 o
The UAS should have The UAS or ground The UAS should be in The Operator will The Operator will The O
a functioning station should have a safe and airworthy avoid areas with have knowledge of yield ri
detect-and-avoid a functioning Remote condition. large numbers of the airspace of the to crev
systom to avoid 1D system that can people. flight and NOTAMs broadcs
uncrewed aircraft transmit Remote 1D for that area out
£

sz £ e

Yes == True AND »
GSN Legend: [ Goal (passed) [ Goal (failed) Goal (T8D) [ Strategy O Evidence (passed) M Evidence (failed) Context

P 40N
) safecert.cs.iastate.edu (in
> development)




Introducing SafeCert

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

SADE Request History

Every SADE entry request and how it was handled.

___________________ Generate Certificates

1
Request  c89e3df1. 1 (@aemtbmitted ! Pilot answers questions to generate
! ! e n
““““““““““ certificates required by a SADE Zone.
® Reason for denial: Mission is not permitted under current policy and conditions. Evaluate the inputs to determine if

certificate is issued
Sep 8, 2026, 05:12 PM

Wind
@ Sep 11, 2026, 09:39 AM Handle Attestation Requests
------------------- Receives airspace-authorization requests
from SADE, shows what certificates they
require, and tracks their state.

(]
S
5
a
[e]
o
Ed
=
o
8
2
@

Request  a6b2bf8f.. 4 Auto-submitted © Approved Entry @
Request

Sep 8, 2026, 05:02 PM P 1 SADE Manager
® & Zone-specific airspace
Sep 11, 2026, 09:39 AM - - management

29 Wind Certificate .o
Certificates Request

a
N
Generate\s‘

Certificates

R (\‘?\ Send RequiredT lz Submit Attestation

A SafeCert

AN
1 safecert.cs.iastate.edu (in
development)

AN




Introducing SafeCert

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

Certificates Current Archived

BVLOS Certificate = O Recorded on blockchain [

® Passed

Valid - Expires on Sep 18, 2026, 10:15 AM

Sep 11, 2026, 10:15 AM

2IVJG8QDON
Configuration Certificate o)
® Failed
(® 2 CHECKS DID NOT PASS
% The operator has checked the configuration of the UAS.
X The operator has performed preflight configuration tuning. Sep 11, 2026, 09:26 AM

AN
1 safecert.cs.iastate.edu (in
development)

AN

Generate Certificates

Pilot answers questions to generate
certificates required by a SADE Zone.
Evaluate the inputs to determine if
certificate is issued

Handle Attestation Requests
Receives airspace-authorization requests
from SADE, shows what certificates they
require, and tracks their state.

-
Blockchain Recording

tamper-evidence
\.

Anchors a certificate's hash on-chain for

View History

Stores issued certificates, tracks
validity/expiry, displays pass/fail with failure
reasons




SADE Simulation Platform

ouglas Thain

Simulation Platform
Objective:

Provide a platform that enables
self-service evaluation of
custom software pilots
interacting with SADE Zones
In challenging, realistic situations.

sade.cre.nd.edu © M +

ErsiTy o
REDAME  mask SADE-SIM

MISSION OVERVIEW

About SADE-SIM

SADE-SIM is a scalable hybrid simulation framework for
validating autonomous small Unmanned Aerial Systems
(sUAS) at city scale. It couples physical simulation with
photorealistic visualization to support large multi-sUAS

deployments with geospatial realism — addressing gaps

left by existing systems that limit concurrent sUAS counts

and lack fidelity for urban environments.

The platform integrates web-based mission planning,
real-time control via standard protocols, live video stream
visualization, and archival review of flight data. Capable of
handling dozens of vehicles across restricted airspace
zones, it showcases dynamic zone-entry permission

requests and mission-critical parameter evaluation.

These simulations help enable validation workflows
including autonomous navigation evaluation, GPS-
degraded navigation testing in metropolitan canyons, and
FAA compliance protocol validation for dynamic airspace
management — advancing the research infrastructure

needed for safe deployment of autonomous aerial

@ About % signup

Mission parameters are configured in this workspace, including
environment setup, drone settings, software pilot options, and test
inputs.

Simulation Runs

QGreundcontolink [Tee—

Lifecycle progress is tracked from submission through execution
and final states, helping operators monitor transitions and identify
failures.




SADE Simulation Platform

Define a Scenario

Software Pilot

MissionStep(
short_name="request_sz",
description="Go 1 click west
ned=NED(north=0, east=-1 * c
home_alt=home.altitude,
speed=speed_mps,
home=home,

Physical Locale

SADE Zone

Run a Simulation Evaluate the Results

SADE Zone
Service

UNREAL
GAZEBO ENGINE
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NOTRE DAME Ak SADE-SIM

@ simulation &' Configurations

~ Runs () About

Hi, Laxminarayana! [>

‘ WIND

‘ SADE ZONE

Origin Hutchinson Field.. ~
Origin Latitude 41.871514
Origin Longitude -87.618865
Radius
0.3 miles
3
0.4828 km

Time of day
07:29:19
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’0 Left Click + Drag to pan

g Middle Click + Drag to rotate

o Scroll to zoom in and out
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UNIVERSITY OF . . . s ; .
NOTRE DAME  wasa SADE-SIM @& simulation @' Configurations A Runs (D About Hi, Laxminarayana! [

‘ S Number of SADE = ’ 1 ’ +

ORIGIN Zones

‘ WIND sz-52b8 O <, ~
- Heme serobe o - - | oy -
i = : sz—-52b8
ceiling (m) (seal.. | gs00 b < ) e | 27323
Rectangle (4 vertices)
Vertex 1 [ ]
Lat Lon
41.872634490569 -87.618862513992
Vertex 2 (]
Lat Lon
41.872634490569 -87.616411434056
Vertex 3 [ ]
Lat Lon
41.8697306113984 -87.616411434056
Vertex 4 (]
Lat Lon
41.8697306113984 -87.61886251399:2

¥ " 3 e X, - R

; 3 3 h =y

A ¢’ < ~3

Jun 22 2026 18:00:00 UTC Jun 23 2026 00:00:00 UTC Jun 23 2026 06:00:00 UTC

Jui
N T TN T W 1 T S T T M 50T T 1 5 15 T A 55 YK A1 A s 5

’0 Left Click + Drag to pan g Middle Click + Drag to rotate ° Scroll to zoom in and out
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NOTRE DAME  nasa SADE-SIM & simulation @ Configurations A~ Runs @ About Hi, Laxminarayana! [

ENVIRONMENT ‘ ‘ SOFTWARE PILOT
/\ Hold shift and drag on the map to draw the active rectangular
-_ SADE zone.

Download Simple Pilot Upload JSON Template
JSON Template

¥ INDEX TEMPLATE

3 NAME TEMPLATE \
Add uncrewed aerial vehicles by dragging theiricon - Lot - =
5 : o

onto the map

Number of sUAS 2
— i
Name
Red
Color
#ffO000 ‘ —
WG Multi Rot... ~
Type
Vehicle Parrot A... ~ et -8 \
Model . s — y ulation
Home Location
Latitude
41.871514
Longitude ( 6 ¥ o Jun oze~oo 47;; T T s " Jun 23 2026 060000 UTC . Tnzazd s 2
-87.618865 < < > PN TR Ve o AT B U SOV 10 T 0 T 5 ] [ e e 8 5 10 O I S 2
2 ’0 Left Click + Drag to pan @ Middle Click + Drag to rotate @ Scroll tozoom in and out
Elevation (m)
145.735
Simple Pilot Configuration 26

- Simple Pilot Params =
Py
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Cnicago_saue_sone_casesiLuay i
' ___L: 254.6 m W: 130.0 m
== i

2 Sk
L SRSSSEORS e

Branch chicago_case_.. B e
Commit ID Ocaf444 - 2 months ago |
MERGED Merge pull request #1 from Lo ——rel — < =
it 28ff prone-7a6b ===
) 6be9 smrwm Drone-2cal s =

s =" 3 3 3 ¢ ee%rone 681d merw—————

View c;ommit on 1 " : r Dune-53%9rc'"[‘e_4ﬁ5 B Drons?aﬁ?—'lgrd%ne_g
GitHu 1o > i b-:f =) :
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- = 5 - -~ -
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CFD Generated Wind Affects Flight Performance

1D: 4 X=14125.755 V=-]9333.120 2=485.346 *
1D: 3 X=-12308.841 Y= 941 28206
© 1D 2X=13135.686 Y=-11 )

i



https://docs.google.com/file/d/114IYVzzwIBSEHz-OLZGMNp1PNsEyC3ci/preview

Buildings and Terrain Present Real Obstacles
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Shareable Simulation Configurations — Case Studies

JUNIVERSITY OF . . . . . . .
[7‘) NOTRE DAME  nasa SADE-SIM @ Simulation & Configurations A Runs f.f Case Study Runs @ About Hi, Laxminarayana! E—)

Simulation Configurations

Upload Configuration JSON

Case Studies

Pre-configured simulation scenarios for reference (read-only)

Utah Mountains Terrain Case Study (40 Drones) 3 40 2026-07-15 v
Yosemite National Park Search And Rescue Case Study (3 drones) &8 3 2026-07-15 v
Indiana Restricted AirStrip Case Study (12 drones) [ 3812 2026-07-15 v

peppermint field case study (5 Drones) ‘ 35 2026-06-17 v

SE4ES Case Study (Chicago 32 Drones) 3 32 2026-02-19 A

Hutchi Fields in Chi 5 Q0
utchinson Fields in Chicago = 0 @'I pu 32

41.87961°N, -87.62187°W
No wind sources configured

Case Study for the simulating more than 30 drones
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Indianapolis Airport Case Study

Drones flying civilian low-level
package delivery missions in

&
: .
Indianapolis area.

The international airport is '
restricted airspace indicated by a

SADE Zone.

Drone #2 is making a delivery to
the airport itself: stops, requests
entry, approved, and enters.

Drone #1 is passing through:
stops, requests transit, denied,
and navigates arounds.
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https://docs.google.com/file/d/1ZZpkNtkOM_JvnDep5lwTxRdFe7wOQkDb/preview

Chicago Downtown Case Stud

4

Large number of drones in
downtown area with independent
missions. An emergency occurs at
the art museum, and a public
authority declares a restricted zone.

g @

Public Safety Drones
Approach, request entry, approved.

Journalism Drones:
Approach, request entry, denied,
hold station near border.

Recreational Drones
Navigate independently away.
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Chicago Downtown Case Study - Interoperate via MAVLink

D-)- Vehicle 6

E Washlngton St g—*vrﬂ‘\,

Opens up new configurations:

Connect an an external
software pilot operating in a
container elsewhere!

Connect QGroundControl to
monitor and direct a fleet of ~ F¥iE= fo%é%
drones ‘
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manually operate drone(s)
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Beyond Simulation

) )
-4 Jane Cleland-Huang

Our Inspired Flight 1200A
drones are all equipped
with ‘MCubes” hosting
Jetson Orin NX.

Connected via Mesh Radio
and Starlink to AWS.

Capable of making SADE
on-entry requests and
responding to:

- Approve

- Deny (go home)

- Go to Proving Ground




Preliminary tests performed with Sade Zone on-Entry



http://www.youtube.com/watch?v=YxKMY0S5kqQ

Future testing: Full On-Entry/On-Exit Life-cycle tests



https://docs.google.com/file/d/1X3-w8hAx2FzDJsv9RHLT27qXNhBGHIJz/preview

NASA UNIVERSITY LEADERSHIP INITIATIVE

Who Should Enter? Reputation, Risk, and Decision Making for UAVs

in Low-Altitude Airspace
Grant #: BONSSC23M0058 | September 15, 2026

SPEAKERS

Jane Cleland-Huang, Douglas Thain,
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University of Notre Dame
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Blockchain-Anchored Integrity for SADE Records

Every SADE service commits a fingerprint (SHA-256 hash) of each record it issues to a shared ledger. Whoever later receives that record — from any
source, at any time — can prove it is exactly what was issued.

Record producers (SADE services & agents) Hash-commitment service Verifiers (independent record consumers)

Hyperledger Fabric - runs inside an Intel SGX enclave

SafeCert
flight safety certificate

SAM at on-entry
POST /hash/store POST /hash/retrieve certificates presented with an aPAR

{identifier, hash} {identifier} — hash

Proving Ground
PG certificate & pilot score

Post-flight & incident review
auditors / NASA re-check the records

immutable, append-only ledger shared by SADE partners

@ commit ® look up
. . I cert-17 l I
SAM (Authorization Manager) a3fo.. Other zones, UTM, operators
on-entry decision for an aPAR trust records issued elsewhere
Hybrid storage (Year-2 roadmap item, now delivered): only
Runtime monitoring & reports 32-byte fingerprints go on-chain; certificates, decisions and @ Recompute hash — compare
flight record — DRP update DRPs stay off-chain — encrypted, with their owners. v match: intact X mismatch: tampered
| RSy npEgnysgEyRyRgEyEyg |
: @ the record itself travels off-chain — operator app, partner API, archive, e-mail ... any channel, any time later j
Write-once commitments Immutable, shared ledger Hardware-backed Private & lightweight
A fingerprint is never overwritten: storing Hyperledger Fabric replicated across The APl and ledger run inside an Intel Nothing sensitive goes on-chain — only
an identifier twice returns 409 Conflict SADE partners — no single party can SGX enclave: tamper-resistant even hashes. Verification is one hash + one
(with the existing record); an unknown rewrite history (non-repudiable). against a compromised host. lookup (milliseconds).

identifier returns 404.




