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The Safety-Aware Drone Ecosystem (SADE)

Challenge:
• Safe flights of sUAS in managed air 

spaces with privacy-preserving, fair & 
automated decision making. 

Solution:
• Automate the on-entry decision-making 

process, through fair, transparent, 
explainable and consistent decisions. 

• Supported by onboard analytics to capture 
flight behavior in privacy preserving, 
queryable, reputation models; reliable 
communication via chirper, and high-fidelity, 
scalable, simulation environments.

3Jane Cleland-Huang



Talk Overview 4

1. SADE Overview (Jane Cleland-Huang, Notre Dame) 10 mins: Start: 0.00

2. Elements of an On-Entry Decision

a. SAFE-CERT (Usman Gohar, Iowa State) 7 mins: Start: 0.10

b. Proving Ground (Robert Chris Roberts, UTEP) 8 mins: Start 0.17

c. Runtime Monitoring and Reputation Models (Ankit Agrawal, NorthEastern) 7 
mins: Start 0.25

3. SADE Architecture and Deployment (Pedro (Tony) Alarcon Granadeno, Notre Dame) 5 
mins: Start 0.32

4. SADE Simulation Environment (Doug Thain, Notre Dame) 8 mins: Start 0.37

5. Wrap-up (Jane Cleland-Huang, Notre Dame) 4 mins: Start: 0.45



The Emergent UTM Vision (Part 108) 5



Operational Intent (4D-Flight Volume) 6

Operational Intent (4-D Flight Volume)
Strategic Deconfliction — Preflight / 
Planning 

Strategic 
Deconfliction 
through 
preflight- 
planning



Operational Intent (4D-Flight Volume) 7

Operational Intent (4-D Flight Volume)
Strategic Deconfliction — Preflight / 
Planning 

Adapt : Dynamic Airspace Management
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SADE: How does it work? 8



SADE: Safety Aware Drone Ecosystem 9



A Socio-Technical Solution 10



11When entry is denied



Decision-Making Agent 12

Transparent
Fair
Explained
Consistent



SAFE-CERT: The Role of Safety Assurance Cases 13

Structured argument(s), supported by evidence, intended to justify that a system is 
acceptably safe for a specific application in a specific operating environment

Widely used across safety-critical sectors through the years

Aviation Nuclear Railways

Autonomous 
Systems 

Drones

What is a Safety Assurance Case?

Safety Case Snippet

Challenge?
How do we apply them to the highly dynamic 
paradigm of sUAS flights?

Usman Gohar



The Challenge of Exploding Variability in sUAS Operations 14

● Typically controlled and static environments (e.g., 
Nuclear plants, manned aircrafts)

● Procedures are largely set in advance and repeat 
● Predictable scenarios and risks

● Shared, uncontrolled low-altitude airspace
● Wide range of drone makes, models, history
● Purpose and complexity of missions vary
● Very dynamic environment -> assumptions and 

risks require continuous reevaluation 

Traditional Systems sUAS Operations

Drone

Conditions

Mission

Different models, 
maintenance history ….

Weather (wind, precipitation)
Air traffic density in the area
Ground/human traffic 
Physical obstacles (towers, trees)

Purpose of the flight (inspection, 
delivery, mapping, etc.)
Complexity (waypoints, 
maneuvers required)
Proximity to people or structures

Hard to Define Full Variability
A safety case with all variables will get 
too big and unwieldy. 

Balancing Safety with Overhead
Need to balance safety with potential 
overhead of too many “requirements” 
following ALARP (As Low As 
Reasonably Practicable) 

Key Takeaways
A motivating example



From FRAT to SafeCert - Safety Certificates 15

How it works?

Safety Certificates
Small pilot-initiated instances of evidence/logic partial safety cases to 
demonstrate safety

- SADE Zone operators create safety ‘certificates’ i.e.partial 
safety cases for the relevant safety concern (e.g., windy 
conditions) with pilot-provided evidence.

- These indicate that a pilot is qualified and passes minimum 
requirements to operate safely in the SADE zone

- Ask questions of the pilots
- Certificates may include wind, operator qualifications, 

BVLOS operation, etc. (prior research, incident databases)
- Our safety certificates emulate FRAT for UAS flights in 

shared airspace.

The Flight Risk Assessment Tool (FRAT)

How they work?

explore.dot.gov/t/FAA/views/FRATTOOL/FRATTool

Inspired by the FRAT Tool which provides a broad overview of risks in manned flights by asking questions of the pilot about their flight

Merging these individual certificates to build 
the overall safety case



Introducing SafeCert 16

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

safecert.cs.iastate.edu (in 
development)



Introducing SafeCert 17

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

Generate Certificates
Pilot answers questions to generate 
certificates required by a SADE Zone. 
Evaluate the inputs to determine if 
certificate is issued

safecert.cs.iastate.edu (in 
development)



Introducing SafeCert 18

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

Generate Certificates
Pilot answers questions to generate 
certificates required by a SADE Zone. 
Evaluate the inputs to determine if 
certificate is issued

safecert.cs.iastate.edu (in 
development)



Introducing SafeCert 19

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

Handle Attestation Requests
Receives airspace-authorization requests 
from SADE, shows what certificates they 
require, and tracks their state.

Generate Certificates
Pilot answers questions to generate 
certificates required by a SADE Zone. 
Evaluate the inputs to determine if 
certificate is issued

safecert.cs.iastate.edu (in 
development)

Entry 
Request

Submit Attestation 
Request

Send Required 
Certificates

1

2

3

4

Generate 
Certificates



Introducing SafeCert 20

SafeCert is a web-based tool that can be used by pilots/operators to provide evidence of safety of drone flight

Handle Attestation Requests
Receives airspace-authorization requests 
from SADE, shows what certificates they 
require, and tracks their state.

Blockchain Recording
Anchors a certificate's hash on-chain for 
tamper-evidence 

Generate Certificates
Pilot answers questions to generate 
certificates required by a SADE Zone. 
Evaluate the inputs to determine if 
certificate is issued

safecert.cs.iastate.edu (in 
development)

View History
Stores issued certificates, tracks 
validity/expiry, displays pass/fail with failure 
reasons



SADE Simulation Platform

Simulation Platform 
Objective:

Provide a platform that enables
self-service evaluation of

custom software pilots
interacting with SADE Zones

in challenging, realistic situations.

Douglas Thain



SADE Simulation Platform

Software Pilot

Physical Locale

SADE Zone

Define a Scenario

SADE Zone
Service

Run a Simulation Evaluate the Results
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CFD Generated Wind Affects Flight Performance

https://docs.google.com/file/d/114IYVzzwIBSEHz-OLZGMNp1PNsEyC3ci/preview


Buildings and Terrain Present Real Obstacles



Shareable Simulation Configurations – Case Studies



Utah Mountains (40 Drones)

Peppermint Field (5 Drones) Indy Airport (12 Drones)

Yosemite Search and Rescue (3)



Indianapolis Airport Case Study

Drones flying civilian low-level 
package delivery missions in 

Indianapolis area.

The international airport is 
restricted airspace indicated by a 

SADE Zone.

Drone #2 is making a delivery to 
the airport itself: stops, requests 

entry, approved, and enters.

Drone #1 is passing through: 
stops, requests transit, denied, 

and navigates arounds. 

https://docs.google.com/file/d/1ZZpkNtkOM_JvnDep5lwTxRdFe7wOQkDb/preview


Chicago Downtown Case Study

Large number of drones in 
downtown area with independent 

missions.  An emergency occurs at 
the art museum, and a public 

authority declares a restricted zone.

Public Safety Drones
Approach, request entry, approved.

 
Journalism Drones:

Approach, request entry, denied, 
hold station near border.

Recreational Drones
Navigate independently away.
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Chicago Downtown Case Study - Interoperate via MAVLink

Opens up new configurations:

Connect an an external 
software pilot operating in a 

container elsewhere!

Connect QGroundControl to 
monitor and direct a fleet of 

drones

Attach RC controller to 
manually operate drone(s) 

inside simulation.



Beyond Simulation

Our Inspired Flight 1200A 
drones are all equipped 
with ‘MCubes” hosting 
Jetson Orin NX.

Connected via Mesh Radio 
and Starlink to AWS.

Capable of making SADE 
on-entry requests and 
responding to:
- Approve
- Deny (go home)
- Go to Proving Ground

Jane Cleland-Huang



Preliminary tests performed with Sade Zone on-Entry

http://www.youtube.com/watch?v=YxKMY0S5kqQ
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What'Future testing: Full On-Entry/On-Exit Life-cycle tests

https://docs.google.com/file/d/1X3-w8hAx2FzDJsv9RHLT27qXNhBGHIJz/preview


NASA UNIVERSITY LEADERSHIP INITIATIVE

Who Should Enter? Reputation, Risk, and Decision Making for UAVs 
in Low-Altitude Airspace
Grant #: 80NSSC23M0058  |  September 15, 2026

SPEAKERS 

Jane Cleland-Huang, Douglas Thain, 
Pedro (Tony) Alarcon Granadeno
University of Notre Dame

Usman Gohar (Iowa State University)

Robert Chris Roberts (University of Texas 
El Paso)

Ankit Agrawal (Northeastern Illinois 
University)

Lilly Spirkovska (NASA Point of Contact)



Blockchain-Anchored Integrity for SADE Records 40

Every SADE service commits a fingerprint (SHA-256 hash) of each record it issues to a shared ledger. Whoever later receives that record — from any 
source, at any time — can prove it is exactly what was issued.

Record producers  (SADE services & agents) Verifiers  (independent record consumers)

SafeCert
flight safety certificate

Proving Ground
PG certificate & pilot score

SAM (Authorization Manager)
on-entry decision for an aPAR

Runtime monitoring & reports
flight record → DRP update

SAM at on-entry
certificates presented with an aPAR

Post-flight & incident review
auditors / NASA re-check the records

Other zones, UTM, operators
trust records issued elsewhere

④ Recompute hash → compare
✔ match: intact     ✘ mismatch: tampered

Hash-commitment service
Hyperledger Fabric  ·  runs inside an Intel SGX enclave

POST /hash/store
{identifier, hash}

POST /hash/retrieve
{identifier} → hash

immutable, append-only ledger shared by SADE partners

cert-17
a3f9…

pg-42
7c02…

dec-88
e3b0…

flt-91
9d1c…

Hybrid storage (Year-2 roadmap item, now delivered): only 
32-byte fingerprints go on-chain; certificates, decisions and 

DRPs stay off-chain — encrypted, with their owners.

① commit ③ look up

② the record itself travels off-chain — operator app, partner API, archive, e-mail … any channel, any time later

Write-once commitments
A fingerprint is never overwritten: storing 
an identifier twice returns 409 Conflict 
(with the existing record); an unknown 
identifier returns 404.

Immutable, shared ledger
Hyperledger Fabric replicated across 
SADE partners — no single party can 
rewrite history (non-repudiable).

Hardware-backed
The API and ledger run inside an Intel 
SGX enclave: tamper-resistant even 
against a compromised host.

Private & lightweight
Nothing sensitive goes on-chain — only 
hashes. Verification is one hash + one 
lookup (milliseconds).


